MHcTpyKuma no HacTpoiike poyTepa TP-link TP-Link 740/741/840/

1)HacTpoWKuM ceTeBoro aganTepa
I'Iepe,u, noaknwYeHmnem poyTtepa, HeO6X0,CI,MMO NpoBEPUTb KOPPEKTHOCTb HACTPOEK CeTeBOoro agantepa, Ana win7 v Bblwe AaHHble

HaCTPOIMKM MOXKHO NOCMOTPEThb B ciedytolem pasgene: MaHenb ynpasneHus > LleHTp ynpaBneHus cetamu 1 obwimm goctynom >
M3meHeHWe NnapameTpoB aganTepa.

[anee B cnucke fOCTYMHbIX afanTepos HeobxoaMmo HaiTu Ethernet aganTep( ecaum y Bac HoyTbyK B cnincke 6yayT u 6ecnpoBogHble
apanTepbl)

Hakvmaem npaBoi KHOMKOW MbllW HA aganTep, BbibMpaem CBOMCTBA
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OnucaHue

Mporokon TCPAP. CTaHoapTHRIA NPOTOKON rnoSansHe!x
CETEl, OOECMEYHEIOWMWA CEASE MEKAY PA3AHHEIMM
BFAMMOARACT BYHILLIAMM CETARIA.

Ok, OrraeHa

[anee Bbibupaem IP Bepcum 4, 1 HaxKMMaem CBOICTBA

B OTKpbIBLUEMCA OKHE, HEO6XOAMMO NPOBEPUTL HACTPOMKK IP agpecaunm, He06X0AMMO BbICTaBUTb aBTOMATUYECKOE NOJTyYEHME.

CeobicTea: [P sepomn 4 (TCP/APw) *

ANETEPHATHEHEA KOHBMrypaLKa
MNapateTpel IP MO#HO HA3HAYATE SETOMATHYECKH, BCNM CETE

NOAAEPHHESET 3TY BOSMOMHOCTE, B NPOTHEHOM CRyYae y3HaATE
napameTpel IP v CETEBOrD SAMMHHCTRATORE,

(®) Mony-rTe IP-34PpeC SETOMATHHECKH

O McnonesnEaTE CRedvHWME IP-apec:

@ ManyuuTe agpec DNS-cepeepa aBTOMATHYECKKH

O McnonesoEaTe CRegvHWme aapeca DMS-cepeepoE:

MoATEEPAMTE NEPAMETPEI MPH BRIXOAS

AononHKTEREHD. ..




2) Hactpoika poyTtepa
MoakntounTe Kabenb B LAN nopT poyTepa 1 B Ball ceTeBOl agantep

OTkpoiite 6paysep (Hanpumep Opera, Explorer, Firefox, Google Chrome n T.4.) 1 B agpecHol cTpoKe yKaxkuTe IP-aapec ycTpoiicTea
http://192.168.0.1 wnw http://192.168.1.1 (B 3aBUCMMOCTH OT BEPCUM NMPOrPaMMHOro obecrneveHmns u moaenu ycTponctsa).(/lorvH u
naponb A/ BX0Aa Ha poyTep no ymondaHuto: admin / admin)

BbibepuTe BKaaKy «Cetb» 2 WAN

Tun nogkntoueHuns Boibnupaem PPPoE/PPPoE Poccusa, B Nons MMA NoAb30BaTeNA U Naposib HEO6X0AMMO BBECTM AaHHbIE U3 AOrOBOpPa.

BTopuuHoe nogkntoyeHune: OTkAOUUTD, Pexxnm noakntoveHna WAN: [oaKNI0UYNTb aBTOMATUYECKN, HAXKMUTE COXPAHUTD.
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- . BecnpoBoaHoi MapuwipyTusatop cepum N
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Cocrontne

Tun nogenwoyesna WAN: |PPPOEIPO::MH PPPoE " | Onpepenuts

BuICTpan HACTPOWKa
[1| Cnpaeka: WAN

Nopknioyexue PPPoE:
Tun nogkntodeHna WAN

_ Hma vpnsr5072
WAN P ECiin Baw nocTasmk MHTERHET-yCAYT ucnonkayeT

- Knowmpoganmwe MAC-agpeca Napone: DHCF-cepeep, BuiDepute  [uHamuyecknd  IP-
anpec.
- NokankHan ceTh MoareepauTe napons:
ECW Bel NONyWWiv MOCTABWMKA MHTEpHET-yeryr
- PV CTaTMHECKMI MM MKCMPOBaHHLIA IP-agpec, Macky
- nogeeTv, wnwo3 W DNS-cepse BuifepuTe
BecnposogHOR pexHm BTOpPM4HOE NOJKIOYEHNe: @ OTniounTs () MHamuueckwid P () CTamwueckuid IP (Dual Access/Poccua PPPoE Crﬁrnwecxuﬁll’-a,qpec. peep ?
DHCP
Ecnn Baw MOCTABLLUMK WHTepHeT-yCnyr
Nepeanpecaums PPPOE: 10
poSfipecsy Pexum nogkniovenns WAN: (& MoAknioumTe Mo TpedoBanmie PPPoE/Poceus PPPOE "
BesonachocTe
MaKeumManeHoe Bpems NPOCToS; MrHYT(el) (0 03HavaeT, yTo coegnHeHre Dyae Ecnn 370 nofKTiouekie uepes kabens BigPond (unu
PogurensCKMi KOHTPONb y
(@ TMoAKTIOWMTs ABTOMATIECHA cnrHan Heart Beat), eeiGepute Kabens BigPond
e n Ecnn 310 L2TP-nopkmiouerne, BeiGepute L2TP/
= () MoAKNKMTE M0 PACTMCHIKG
PaCUIMPEHHBLIE HACTPORKM MaDUIPYTHIALIWA - Poccun L2TP.
Mepnoa BpemMeH: ¢ |D ‘ |D ‘ (wwnm) fo |23 ‘ |59 ‘ ()

Ecnn 3to PPTP-nopkmiouenne, ebiSepute PPTP/

KonTponk nponycKHo# CnocobHoCTH

Poccua PPTP.
Npmuenzxa IP- n MAC-agpecoB ) TOAKMIOUNTL BOYBYI0
NpuMevanme: ECv bl He 3HasTe, Kakoil TR
- MaKcumMankHoe Bpens rpocTos. My T(s1) (D 03HAAST, 410 cosavHere Byde
Dumuamuieckuil DNS 2 2 yTleil = oI5 BLIOPaTe, HAMMWTE  KHOMKY ONPEOenWrs W
CHCTEMHBIE WHCTDY MEHTE! | Coeawnume | | Orcocamume | Omknroveno! MBPWPYTM3ATOp ABTOMATMUECKN HAUHET MOvCk

CEpBepos U MPOTOKONOB BALIETD MOAKMIONEHHA K
CeTW MHTepHET. TIpM  OBHADYWEHWM aKTWBHOTO
p SpBACA MApLIPYTM3aTOP COOBWMT 06
3TOM. []aHHEIA OTYET [3eTCA TOMEKO ANA CMPaskM
YTOBL! YOEANTECA B TOM, 4YTO 3T0 UMEHHO TOT TMR
L] cospweenns,  kotopeli  WyweH,  Tpefyerca
~|| oBpamuTsCA K MOCTAaBWMKY  MIHTepHeT-yemyr.
pLIpy D MOWET BLIFREHTL THREL

| CoxpaHnTs ‘ | [LononHuTensHo |

3) HacTpomka wi-fi cetn
3anauTe BO BKIaAKy «CeTb» = BeCcnpoBOAHON PEXMM.
3apavite UMA cetu, KoTopoe byaeT oTobpakaTbcA Ha Balmx 6ecnpoBoAHbIX yCTpoicTBa (Hanpumep RegionTelekom)

Pexkum: 11bgn cmelwaHHbIN, LnpuHa KaHana: AsTo, KaHan: ABTo
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= . BecnposoaHoi mapwpyTnsatop cepun N
Tp LINK Mogent Ne TL-WR841N/TL-WRB41ND

HacTpo¥ikm GecnpoBogHOro pexmma

P CnpaBka: HacTtponku
Gecnp Oro pexuma
MmA ceTu: ‘ RegionTelekom| ‘ (Tawxe HaskigasTeA SSID)

GecnpoBogko { Mpumeyanme: OansHoCTs Nepedayv AaHHLX Wim
Permon: ‘ Poccua 30Ha NOKPBITHA Balere Becnposoatoro
p PoB p VT T T COEANHEHNA B HAYITENBHON CTENEHN 3EBMCHT OT
= T MpeaynpexgeHune: uTuﬁi\ cuumemmuaﬁm T DH3N4ECKOTD PACNONoXeHNnA MapwpyTMaaTopa Ana
BT A e D HAaWMyYWero  pe3ynbTate  pasMewaiTe  Baw

® p npeco MapLpYT3aTOpR:
Pa PEHHBLIE HACTPO « PAQOM C npeanonaraemMeM LUEHTPOM 30HEI, B
Pexum: KOTOPOI Bbl MNAHMPYETe MCNONE30BATL BaLy

4 a4 DeCMpOBOAHOrO pe a DeCnpoBOAHYI0 CTAHLMIO.

DHCP LWnpnHa kanana: « Hag paGouel 30HOA HA BLICOTE, HAMPHMED,

Ha wrady.
epeajipecaums Kawan: « BAanM OT NOTEHUMANEHBIX  WCTOMHHKOE
MHTEDDEPEHUN, TAKMX KaK KOMMLHOTEDHI
BesonachocTh MAKDOBONHOBLIE  NewM W MPOBOAHBIE

TenedmoHsl.
P e : v A :
on b OHTPONE MakcHMansHasA CKopocTs Nepefayn (Tx): 300 MBut/c C BepTMkANEH NOAHATOH aHTEHHOT

Baann  or  GoMblMX  METANMHYECKUX

NoBEPXHOCTEN,
PaciiMpeHHbIe KacTpo aplpyTH3a Vicnone3yiite nepexniouaters WIFi H3 YCTROACTES ANS BITHUSHIAIOTHTIONEHIA Ge
BHuMaHue Hecobnwegedue HACTOAWMX.
OHTPOIL PO Ol CNIOCOGHO ¥ BKAKUMTE GECAPOBOAHOS BELLAHNE UHCTPYKUMA MOXET MDUBECTH K 3HAUHTENEHOMY
- CHUKEHMK  MPOM3BOANTENEHOCTM  BIOTE A0
- ey ¥ BKAIOUMTS IMpOKoBEUaHIE SSID HEBOIMOXHOCTM MOAKTOUNTECA B DECnpoBOSHOM
n D PEXUME K BALIEM) MADIIPYTHZATOPY.
[ BuniowdTs WDS

WMA ceTw - BeegnTe MMA ANWHON 40 32 CHMBOMOB.
AHanomudoe WMA (SSID) Aom«HO ObITe NPUCBOEHD
Bcem O YCTpOR EBalEl ceTh

Coxparuts PeruoH - BriSepuTe Ball PEMOH W3 BINAaLIEnD

crncka. B [aHHOM NOME YKA3aHel PErMOHEl, B
KOTOPBIX pazPeLasTtA MEMONE30BAHHE

X [l F 0




4) 3airgute Bo BKNaAKY «CeTb» —>3alnTa 6ECNPOBOAHOMO PEXKMMA.
Bepcua: WPA2-PSK, LUndposaHme: AES,
3apgaiite naponb (Npuaymaiite cBoit): oH notpebyerca Npu NOAKAOYEHMM K Ballen 6ecnpoBOAHOMN ceTu

Haxmute coxpaHuTb.
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1'p_l_l~l(B BecnposogHoi MmapwpyTusaTtop cepuu N

Mopens Ne TL-WRB41N/TL-WR841ND

‘CocToRHme

BLICTPaR HACTPONKA 3awwura 6ecnpoBOAHOIO peXuMa

WPS CnpaBka: 3awwura BGecnpoBoaHoOro
exuMa
o OTKNOYUTE ZAWNTY P
BecnpoBoHON PEXHM Bbl MOXETE BuIOpATL OAHY W3 CMEAYIOWMX ONUMA
= 3ANTEL
- HACTPO#IKM GECTIPOBO[IHOTO PEXMMA
S ® WPA-PSK/WPA2-PSK (PekoMeHayeTcs) . OTkmIONNTE  sawMTy - DyHELMO
e L U B X v GECTDOBOLHONA 33LMTEl MOMHD BKITIOUMTE
- dunbTpaumn MAC-afpecos epch: WPA2PSK WK OTKNKUMTE. ECIM OHA  OTKIKYEHE,
\unpponanue: AES v BecrnposogHEs CTAHLMM cmoryT
- PacuiMpeHHLIe HACTPORKH nogrniouatecA K MapwpyTwsatopy Oes
. WHDPOBAHNA. HacTosTensHo
- CraTncTHKa DECNPOBOAHOND PEXMMA LTS ‘ 1AmBatman peKoMeHOyeTcR  EIBpaTE  OOQMH M3
DHCP (Bel MoxeTe BBeCTH ASCIl CUMBONS! B AMaNa30He Mexdy 8 W 63 unu MPEACTABNEHHEIX HUXE BAPMaHTOR 33LUWTHI
AnA 0GecneyeHns Ge20NacHOCTH CETH.
Mepeaapecaimn MepHog 0GHOBNEHHA TPYNNOBOTO KINKYA: IC' (B CeryHAaxX, MUHUMANEHOE 3HaueHmne 30, 0 o3Ha « WEP - BuiOpates 3awuty 802.11 WEP.
+ WPAPSKWPAZ PSK (PexomengyeTcs) -
Be30nacHoCTh BuiOpate zawmTy Ha ocHose WPA ¢
- 5 WCN0NE30B3HHENM 0TLUETD KIkua.
PoguTenLCKMi KOHTPON b » WPA/WPA2 - Enterprise « WPAWPAZ — Enler:#ise ~ BiGpars aawnTy
KoTpons gocTyna Bepcu: Ha ocHoee WPA uepes Radius-cepeep.

PaciiMpeHHbIe HACTPORKH MapLupyTH3aLUWK IWin BaHKe: || Kamgeiit BapUaHT  33AUWTEI MMEET  CBOW
= L ! ASTOMATIIECKAR COBCTEEHHEIE MAPAMETDEI HACTDOMKM, KOTOPHIE ©
KoHTpont nponyckHoOM CNOCobHOCTH

IP-agpec Radius-cepsepa: ONUCaHMEeM MPEACTABNEHB! HITKE

|

MNpuenzxa IP-n MAC-agpecoe

Radius-nopr: 1-65535, 0 03HAUAET NOPT N0 YMONUIHMID 1812) WEP

e L Napons Radius-cepaepa: ‘ THN - Bul MO¥eTE BLIOPATs OQHH W3 CREAYRLMK
CHCTEMHLIE MHCTDYMEHTEL e

Mepuoa oGHOBNEHHA TPYNNOBOID KNKYa: IC' (B ceryHaax, MMHUMansHoe 3Haverne 30, 0 o3Ha

= ABTOMaTHueckas = ABTOMATHUECKH

BLIBMPAETCA  OMH M3 BapMaHTOB

ayTeHTUdMkauun:  OBWMA KMoy WnK

. WEP OTKpLITAA CHCTEMa B 33aBACMMOCTA OT

BO3MOMHOCTER M 3anpoca GecnposoHoR

a 1 N » OBWHA KNy - racmnmyercﬂ -

5. Mo 3aBepLUeHNIO BCEX HACTPOEK BbIMOJIHAETE MepesarpysKky poyrepa

M Mou konnekuun |u1=nerpa¢ IO Crpatinya Tosapa - O } [ TL-WRe41N | [ TL-WR841N x ‘E 3arpyskn - flobpo nox ﬂ@g
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Tp-LI NI(H BecnposoaHo#i mapupyTusatop cepun N

Mogent Ne TL-WRE41N/TL-WR841ND

CocTonnme
BuiCTpan HacTpoHKka

WPS Mepesarpy3ska Cnpaska: MNepesarpysutb

Cet Hanmure KHOMKY NepesarpyauTs, yToGE
Tk MADLUPYTH3ATOP.
becnpoaonkok pemm HaXMUTS Ha STy KHOMKY INA NEPS3arPy 3Ky YCTPOACTEA HEKOTOPLIE HACTPOMKA MapILIPYTM3aTOpa BCTYMAT B
CURY TOMLKD NOCNIE NEPE3arpy3KkH CHETEME
DHCP Mepeaarpyaka y pe3arpy:
Nepeappecauws s Wamenenve IP-agpeca cem LAN (chctema
NPOU3BEAET NENe3ary3Ky ABTOMATUHECKA).
IR « Wamexenne Hactpoex DHCP.
POQMTENLCKNI KOHTPOME: s Wamenetne nopra eeG-ynpaeneHuA,
« OfHoBNEHME BCTROSHHOTO
KonTpons goctyna MaplpyTM3aTopalcucTema npou3seasT
= NEpe3arpy 3Ky AETOMATHUEC KA
PaciuiMpenHLie HACTPOAKK MapLIPYTH3aL) s COpOC TeKyWWX HAcTPOSK W BOCCTAHOENEHWE
5 33BOACKAE  HACTPOEK  MApWpyTM3aTOpa
KOHTPONE NPONYCXHO CHOCOBHOCTH ErEeE et er TR
Npuassxa IP-u MAC-agpecos ABTOMaTHUECKM). . .
+ OBHOBNEHUE NAPaMETPOB HACTPOIKK W3 haina
Nuxamwyeckwii DNS (cucTeMa npou3EenET nepe3arpyky
ABTOMATHUEC KA.

CHCTEMHLIE HHCTPYMEHTLI

- HacTpoiixa Bpemenn

- narnocTHka

- OGHOBNEHNWE BCTPOSH" ]
-3aBofickne Ha ™

- Pesepsnan ko ~OCCTanoBNeHke

- CHCTeMHLIA XypHan

- CraTncTHra
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